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Abstract

This contribution provides an overview of preseswtimods for processing and verifying authenticity
of digital images. It also discusses a topic ofgdéirprint image processing. Their appropriate
application allows to reveal modified image pargfope being released to public. Moreover, they
help us perform an automated comprehensive analydisgerprint image properties that is still a

challenging task in the field of forensic science.
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SOFTVEROVA ANALYZA OBSAHU OBRAZOV

Resumé

Prispevok uvadza prédd v sdasnosti pouzivanych metdd na spracovanie a obsahoalyzu
overovania pravosti (autenticity) obrazov a spraoia daktyloskopickych vzorov. Ich vhodn&
aplikacia v praxi tahti eSte pred vydanim odhélk dokumentoch @enych na zverejnenie (napr. v
¢lankoch, zavermych pracach, sudnych dokumentoch zmenené obraksen©toho dovolia
realizova aj automatizovanu, v daktyloskopii doteraz Uplmsemtujicu hromadnu a podrobnu
obsahovu analyzu daktyloskopickych stop.

Kruéové slova:analyza obsahu obrazov, autentifikacia, vlastramitecku prsta.

Introduction

A photography technology brought a possibility &piure a world around us. In comparison to
drawn pictures, a digital image recording is fasl depicts a true form of real objects with exigtin
technology limitations and drawbacks. In post-pssogy, we sometimes need to edit, create
magnified details, use cropped image parts andirgit® unwanted defects. Existing approaches
can be misused to intentional image content matifios. Analogous photography is rarely used in
present but they have not disappeared totally \aittival of digital recording and processing
devices. On the contrary, they expanded in a cersiille extent. Image editing using scanners,
computers and photo editing software offer litgralhlimited possibilities. A positive image is
created directly while using these technologieshwib need for a negative imageherefore,
additional changes are hard to detect. If theyuaexl as evidence in written documents (scientific
papers, dissertations, master and bachelor thete}y,or in investigation procedures, it is not an
easy task to reveal an indiscernible falsificatigically, by a naked eye or using magnifying glass
Digital equipment helps us a lot in this directiGalsification and detection methods are being stil
developed. They are based upon assorted princigles.easier to detect modifications in records
made and added automatically by the device. These be altered easily. There are more
sophisticated approaches based on searching inegdsd Monochromatic image processing and
feature extraction can be viewed as their speaskcIn this paper, we briefly review these
technologies based on our acquired experienceed_istamples reflect the ongoing research in this
area. They are outcomes of algorithms developedtesig@d by us (we also tested algorithms
developed by other authors). They serve primaatyaf detection of forged images in a batch mode.
This is suitable for publishers or fingerprint aysa for scientific purposes.
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1 An overview of most widely used image details prossing techniques

From the moment of selection of an object beingt simal triggering the image recording to
storing the image in memory, a rather complex @sd¢ervolving a number steps is executed. Each
processing stage is irreplaceable and usually sdohe distinctive features to the resulting record.
Some of these features are related to specifioiteghsolution of image processing. These trais ar
typical for a specific manufacturer or his proddé&mily produced at given time and reflect a
technical progress of the particular time. Othaitdércharacterize particular element that has been
used in the processing and adds unique featurtke t@cord in similar manner as human leaves his
or her fingerprints on real world things. There acetwo lens that would be completely identical in
all their properties even if made the same way.il&ify, one cannot find two exactly the same
images recorded by the semiconductor chips of dhgesseries. Therefore there is a wide range of
distinctive features in digital images suitable fbe detection of image modification without the
knowledge of the original digital record. Howevérjs difficult to extract and examine all these
features reliably. Virtually these features cartm@imodified additionally and their analysis regsiire
complex methods and software tools.

Besides them, the record is enriched by metadateeXample a time of record, aperture size,
shutter speed, image serial number, etc. It islaimn case of computer-generated images or
various diagnostic equipment. Unfortunately, datdomnatically added by a device can be
additionally modified with relative ease leaving traces of intentional manipulation. Digital
records can be well separated and processed. Mdisdy informative value is considered less
valuable than in case of unalterable charactesistic

For reliable detection of intentional or unintenib modifications of a record we need to carry
out a procedurally complex, time consuming, dethilmage content analysis. By following a
correct procedure, image content may expose mufdrmation about possible modifications.
Shape discrepancies (object dimension proportioregularities in color ambience, inappropriate
orientation from perspective viewpoint, unusualdsva placements or lens distortions, etc.) can
help us discover unwanted image modifications. 8hajiscrepancies (object dimension
proportions, irregularities in color ambience, ipegpriate orientation from perspective viewpoint,
unusual shadow placements or lens distortions) e@n help us discover unwanted image
modifications.

Most common methods of creation of digital imageévy:

* object removal in the picture

e adding new object

» object modification

* metadata modifications ( editing of saved datatee by the device but not visible in
the image)

There are many various forms of image content ptiote (active or passive). These are
difficult to use in case of individually recordeshages. Author can change their content prior to
application of protection, thus subsequent userofegtion is ineffective. Devices creating digital
photos normally do not possess this kind of pratactimage content check for possible additional
changes is still the only real option.

For analysis purposes we mostly implement prinsifib@t employ e.g.:

» Characteristic lens imperfections — various focgthe light ray depending on color,
called chromatic aberration, image distortion etc.

» Characteristic sensor imperfections — native rasmiy sensitivity (expressed by ISO
number) depending on color (light ray frequency).
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e Characteristic sensor noise — depends on the anoddalling light, color, temperature
and type of sensor semiconductor.

» Properties of saving or compression algorithmse (ibrmats — lossy and lossless
conversions)

* Perspective analysis

e lllumination direction analysis

* Object analysis (dimensions, object orientatiorirthnkage to ambient objects, etc.).

» Bitmap content analysis (abrupt color gradient ¢gegnn neighboring image areas, etc.).
* Analysis methods based on SVM (Support Vector Maehi

At our institute, we try to find appropriate andsgdo-deploy methods for detection of
additional changes in digital images. Besides aesijour own methods we evaluated various
techniques proposed by other authors. From thensataxperience it might be easily inferred that
the majority of them can be used with limitatioMost likely, just one method is not capable of
detection of all possible image modifications. Adii decision on the significance of discovered
modifications is made by a specialist based omso#t analysis results. We have not yet discovered
an algorithm for fully automated image content assent.

Images in printed form are hardest to analyze mxae need to digitize them once more (e.g.
using scanners). Upon storing, original metadaganat renewed. In this case, a method of analysis
based on these metadata cannot be used. Even mdiased on analysis of properties of object
contour color transitions are not reliable. Dursganning these properties are changed with the
added noise (paper, coloring and scanner propgréiesolution to this problem is presented by
object detection methods. They analyze object baties like light conditions, inclusion to
perspective, dimension disproportions, etc.

We have investigated these methods recently. énadrthem, SIFT algorithm was used.
This is used in cases when image forgery was aetli®y image part copying. There is another
method called SURF. Unfortunately, we have notetkst yet. A server application accessible
through a web interface detects key points in imagg based on them it is able to find all similar
parts (a multiple copying). In a reasonable timakait is able to detect relatively small changes
even in case when a copied part was geometrigalhstormed (zoomed in, zoomed out, stretched,
rotated, compressed, etc.).

Fig. 1 - Copied image part (on the left) detectgdbhbr software (on the right)

We created a working software solution that is gemrrently tested. We used MICC-F220
image database as a testing sample. It consig&®images in dimensions ranging from 720x480
to 800x600 pixels. On average, there is 1,2 % sbfacepied image parts in the original image, out
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of which 110 are original images and 110 are chdrngecopy-move way. It also consisted of
images whose copied and pasted parts where geoatigtiiransformed (skewed, rotated or with
changed dimensions).

We measured a detection success rate by TPR dgertidTrue Positive Rate) and FPR (False
Positive Rate). TPR coefficients represent a raficorrectly identified forged images to total
number of forged images in database. FPR coeffi@&presses a ratio of number of unaltered
images falsely identified as altered to total numbk unaltered images. We divided examined
image to smaller parts (clusters). If the softwhnels at least 3 key points in one cluster with
corresponding counterparts in different clustegnthhe examined image is evaluated as forged.
Software cannot determine the importance of thegenanodification in terms of analysis
objectives. The final decision is always made by®apert according to the obtained results.

After fine tuning (with 0,6 threshold value), owftsvare [3] achieved a level of TPR=100 %,
thus correctly marking all altered images, but FP&RS58 % at the same time. It means it classified
16 unaltered images out of original database asealt After closer examination, we found that the
software was confused by very similar, often symmmetetails like window frames, wall
decorations, advertisement banners, etc.

At the threshold of 0,5 we achieved TPR=95,45 %5(bait of 110 images) along with
FPR=7,72 % (8 out of 110 images). During testihg, threshold value was set to 0,4 — 0,6 range.
The lower the value was set, the more altered is\aggre not detected by the software. On the
other hand, less original images were flagged taseal.

The average computation time was 108 seconds. tifilmsis acceptable even in a batch mode.
We used a common PC for testing purposes. In dgsewerful server computers, this time may be
considerably lower.

Except shape similarity, we also examined lightditons used to reveal additional changes.
Image analysis based on object illumination carcdreied out in different ways. In our case we
chose a solution in which we examine effect of di@ reflected illumination on the object. More
specifically, we analyzed an amount of light refibecby the subsurface part of object exposed to
light source. Mathematical description employs 8Hhaflight reflection model.

The current version of application suffers problewith correct highlighting of illuminated
surfaces. Therefore, updates in the present dhgosiare inevitable.

Fig. 2 — Forged image (on the left) and its ligbhditions indicated by our software (on the right)
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2 Fingerprint image processing and analysis

Biometric recognition has become a strong partemugty mechanisms and more or less it
starts to replace traditional authentication mesholirstly, it provides user convenience and
expected higher security based on the premise iojuaness of biometric trait that is used for a
recognition in an automated manner. Fingerprines aell known anatomical traits with a long
history. Besides this, fingerprints possess margrattieristic information, are easy to capture and
can be found on items of everyday use making thealumble trace in criminal investigation. Their
popularity has grown so much that their manual @ssing was replaced by automated computer
systems. Many specialized algorithms have evolwddlve a difficult task of representing,
processing and analyzing fingerprint patterns #ratconsidered to be unique. In this section we
would like to briefly review current existing apjiehes to fingerprint image processing, namely
image enhancement and feature extraction. Theseateas form a part of sequential scheme of
general fingerprint processing as can be seengin3d-i

Matching

Template
I_[ . creation
| Feature

extraction

Enhancement

e Sensing

Fig. 3 - Automated fingerprint processing stages

Biometric recognition has become a strong partemlugty mechanisms and more or less it
starts to replace traditional authentication mesghddrstly, it provides user convenience and We
have recently started a couple of research aevitit the Institute of Computer Science and
Mathematics concerning development of softwaretsmia for demonstration of performance of
various fingerprint enhancement methods as theefprght quality is generally a crucial problem in
the field of automated fingerprint recognition aindicates a reliability of particular technology.
What is more important to state, is our effortshie area of fingerprint feature extraction algarith
development. We published several papers dedictedovel methods of fingerprint feature
extraction that focus on automated detection @ features present in the patterns made by friction
ridges. We try hard to interconnect students ofhblr and master studies to develop new and
established methods of both enhancement and feaxtnaction in their final theses. By doing so,
our intention is to build a complex expert softwagestem for fingerprint analysis that could be
eventually used on a professional level in forermiea. The Institute of Forensic Science in
Bratislava is our long-term research partner arthlooration with such a highly trained experts
give us a lot of experience and help us navigateun research in a way that is respected
worldwide.
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In this paper we primarily focus on the most impattresults of our research. In the first part
we discuss our implementation of enhancement tgaesi where contextual filtering is the most
prominent one. After, we describe techniques ofuti@@ extraction based on traditional pixel-wise
methods and on the other hand, there are machaneing approaches with neural networks. This
overview is presentation of results obtained byharg themselves and students they have
supervised.

Fingerprint enhancement methods

Before going deeper in the topic we consider itangnt to define levels of fingerprint features.
In general there are 3 levels of fingerprint feasur_evel-1 features are visible ridge flow patsern
that are used for rough classification purposeyg.ddVerall ridge flow normally fall within one of
the categories: arc, loop and whorl. Level-2 fezgare local ridge characteristics sometimes called
minutiae. In Fig. 4 we can see classification sahesh minutiae provided by the Institute of
Forensic Science in Bratislava, Slovakia. They associated with their relative frequency they
occur in Slovak population represented by 1 000parfingerprint images.

\/"‘ 6-}‘t\

Ending Bifurcation ~ Short Ridge Dot Lake Break Crossbar

35,9 % 43 % 6,9 % 2,8% 3,6 % 2,7 % 0,7 %

Overlap Bridge Opposite Trifurcation Dock Return Spike
3,2% 0,8 % bifurcations 0,07 % 0,13 % - -

0,17 %
Fig. 4 - Minutiae classification

As frequency determines the significance and strenfparticular minutia, it is obvious that
lower frequency minutiae are more characteristicefresent a fingerprint. In our research we put
the accent on implementing methods that can haextiaction of these low frequency, thereby
valuable patterns. Unfortunately, this is not amyefask. Many existing algorithms focus just on
detection of ending and bifurcation point, leavihg complex patterns ignored. Therefore, we have
designed several techniques to analyze ridge patiarmore complex way to obtain features like
short ridges, lakes, breaks and even more.

Before extraction can be performed, a well-desigealancement process is needed to be
employed. Fingerprints are patterns of varying iggiamostly making it impossible to extract
features in the original form. In this section wegose a scheme of our enhancement algorithm
(see Fig. 5) that has been created based on nusnexperiments with many methods. The result of
the enhancement is fingerprint skeleton — a modelyiused compact fingerprint representation
discarding all unnecessary image information aravitey just ridge pixels thinned to one-point
thickness.
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Fig. 5 - Fingerprint enhancement procedure

First step of fingerprint enhancement is segmemain which a fingerprint pattern is separated
from the background. This means we discover ongfulgixels that are later processed. It is also
helpful in terms of reducing time complexity of selguent processing steps. After fingerprint is
segmented, image contrast is enhanced by normgliegtogram. The result is an image with clear
difference between ridges and valleys. To suppmesse or small particles we apply noise removal
technigues based on common image filters. The nmogortant step is filtering the image by
contextual filters. So far, we have extensivelyaddwo types of filters: Gabor filter and filtegrn
the Fourier domain. By applying convolving Gabdtefi with the image we obtain a new image
that is enhanced in terms of ridge orientation lacdl ridge shape. This way eliminate major noise
artifacts and recover the clarity of the ridges dsgigning similar color to ridge pixels. Gabor
filtering is a rather difficult task preceded bya#yiic stage where one must determine local
orientation and frequency in fingerprint. Local duency is stored in an orientation map and
frequency is stored in a frequency map. An exaraptdabor filtering is shown in Fig. 6.

Image enhanced by
Original fingerprint Orientation map Frequency map Gabor filter

Fig. 6 - Stages of Gabor filtering

An alternative to Gabor filter is Fourier domailteffing that first decomposes image into its
frequency components. Following this, a signal poggectrum is filtered by using a specific
mathematical operation. According to our resulrier filtering is outperformed by Gabor filter
as it damages fingerprint pattern in such an extieat majority of minutiae is lost. Fingerprint
quality map describes local orientation coheremes teveals poor quality regions. These regions
are flagged as areas of higher uncertainty in marugxtraction stage. Binarization of fingerprint
converts the image colors into two colors: blackl avhite. Upon binarization, we create the
skeleton image by applying morphological processtgprithms. In skeleton, all ridge lines are
reduced to one-point curves that makes it betterctomputerized analysis. Skeletal form of
fingerprint is the starting point for all the algbms to be presented in the following section.
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Fingerprint feature extraction methods

From among more existing approaches to fingerpfesture extraction we narrow our
examination to three selected methods as they egmlesent fundamentally different solutions.
First method to mention is minutiae extraction lblagm skeleton images. Traditional simple
skeleton analysis involves detection of ridge li&iions and endpoints. It scans black pixels and
investigates pixel neighborhood containing 8 pix#ls an easy task to discover a minutia point as
it merely depends on how many black neighbors aneected to the pixel in question. This method
is known as Crossing Number. Its capability doesallow us to detect larger or more complex
patterns that occur in fingerprint. An example ahuatiae extraction by Crossing Number method is
depicted by Fig. 7.

Fig. 7 - Minutiae located by Crossing Number method

To add extended capabilities of minutiae extractwa further developed skeleton image
analysis by incorporating measurement of ridge tlengvaluating placement of ridges and also
employed an idea of complex shape recognition énitiverse skeleton image. Fig. 8 illustrates a
principle of extraction of bridge and lake minutidde illustration shows original minutiae shape
formed by the black ridges and corresponding ire@egttern. In both cases, a configuration of two
bifurcations can be replaced by a configuratiommad endpoints that is, in fact, easier task for any
algorithm analyzing skeleton image.

Fig. 8 - Complex minutiae and the correspondingrse image

By employment of ridge length analysis we were abt@gnize patterns like isolated point and
short ridge as we examined the length given asiphedt of average distance between two
consecutive pores along the ridge. An example oiutiae extracted using ridge length analysis is
presented in Fig. 9. Picture on the left is a destration of ridge division into segments formed by
the pores (a value of 10 pixels corresponds tdugea of 1 000 ppi). Second picture is the origina
skeleton. Third picture shows the resulting miraitfaund by Crossing Number method (only
bifurcations and endpoints). The last picture & adltput of extraction process where five minutiae
types were discovered.



Trendy ve vzdavani 2015

o)
Lake minutiae ® Shortridge solated point @ Endpoint ®  Bifurceti
Fig. 9 — Extraction of minutiae using ridge lengihalysis

A completely different approach to minutiae exti@ttis tracking the contours of ridges in a
binary fingerprint image. Here the task is to easdua curvature of the local ridge segment. So far,
only a simple technique for ridge bifurcation anddgoint detection has been proposed. In
counterclockwise tracing, ridge endpoint creatsgyaificant left turn and ridge bifurcation creates
a significant right turn.

Finally, extraction performed by neural networks fi@en developed. This approach takes the
advantage of complex function approximation andtféalerance that is offered by the neural
networks. We constructed a neural network congjstihan input layer that takes image block
pixels, one hidden layer and one output layer #gves as decision making unit. The original
skeleton is divided into the blocks. Block pixets distributed to neural network and classifie@ int
one of three classes. These classes representecompiutiae: bridge formation, ridge break and
opposite bifurcations. The critical stage was nekwaining where we need to assemble sufficient
number of training samples to make neural netweakrl variable patterns associated with the same
class. The constructed network turned out to beel@mble minutiae classifier. The accuracy
depended heavily on the quality of training dathisTway we presented a promising research
direction for future generation of algorithms ofgure fingerprint data extraction.

fingerprint image
block

nlln
,0 ®
|

\

output layer
input layer
hidden layer

Fig. 10 - Neural network designed to recognize raeupatterns

Conclusion

In this contribution, we provided an overview ofinmiples and methods for digital image
content analysis including a special case of autedh&éingerprint analysis. Most of them were
tested using our own software. In some occasioagjsed algorithms taken from the literature, but
more often we applied our own algorithms. In casgngerprint analysis we presented some of the
unique solutions for recognition of complex minatihat overcome existing solutions in terms of
detection capabilities. Experience gained from tangaand evaluating applications is the core of
this paper. All the experience indicate that sdedént software applications like image forgery
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detection and fingerprint analysis have many femtun common, but there are also specific
characteristics. Used principles and algorithmsewetamined in terms of automatic analysis for
purposes of scientific research or possibilitiesdeployment in publishing and authorization
processes. We also investigated possibilities dfigation of digital image appendices included in
final theses and scientific papers. In contragei sections of documents, they are not subject to
originality control.
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